Carestream &

Security Bulletin - Digital Output Security Bulletin
As of 31-December-2008

Contact Carestream Health, Inc. Service to make arrangements for your equipment

Color Key Code: —

Low risk, fix will be in next major release or rollup patch

N/A or N/A due to hardening, but may be applicable to other products

Note: any patches not on this report are deemed not applicable to Carestream products.

Product Susceptibility Analysis DV8900 DV8150 CMI1000 DV6800 DV5800 MIM
Vulnerability 1D Vulnerability Date 1/2 3A/3B/3C 3D 101 1.03 11 13 1.0 10 6.1.1/6.1/6.0
Description Analyzed
Security Update for
MS08-078 Internet Explorer 12/18/2008 — — — — — — — — — —
(960714)
Cumulative Security N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to
MS08-073 Update for Internet | 12/12/2008 Hardenin Hardenin Hardenin Hardenin Hardenin Hardenin Hardenin Hardenin Hardenin Hardenin
Explorer (958215) 9 9 9 9 9 9 9 9 9 9
Vulnerabilities in
Visual Basic 6.0
MS08-070 Runtime Extended 12/9/2008 N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to
Files (ActiveX Hardening Hardening Hardening Hardening Hardening Hardening Hardening Hardening Hardening Hardening
Controls) Could Allow
Remote Code
Vulnerability in Server
MS08-067 Service Could Allow 10/24/2008 Low Low Low Low Low Low Low Low Low Low
Remote Code Risk/HZ240ct2008|Risk/HZ240ct2008 | Risk/HZ240ct2008 | Risk/HZ240ct2008 | Risk/HZ240ct2008 | Risk/HZ240ct2008 [ Risk/HZ240ct2008 | Risk/HZ240ct2008 | Risk/HZ240ct2008 | Risk/HZ240ct2008
Execution (958644)
Cumulative Security
MSSA956391 | Update of ActiveX Kill | 10/15/2008 NIA N/A N/A NIA N/A N/A due to N/A due to N/A due to N/A due to N/A due to
Bits hardening hardening hardening hardening hardening
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DV8900
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DV6800

DV5800

MIM

Vulnerability ID

Vulnerability
Description

Date
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1/2

3A/3B/3C

3D

1.0.1

1.03

11

13

1.0

1.0

6.1.1/6.1/6.0

MS08-066

Vulnerability in the
Microsoft Ancillary
Function Driver Could
Allow Elevation of
Privilege (956803)

10/15/2008

N/A

N/A

N/A

N/A

N/A

N/A (XPe)

N/A (XPe)

N/A (XPe)

N/A (XPe)

N/A (XPe)

MS08-064

Vulnerability in Virtual
Address Descriptor
Manipulation Could
Allow Elevation of
Privilege (956841)

10/15/2008

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

MS08-063

Vulnerability in SMB
Could Allow Remote
Code Execution
(957095)

10/15/2008

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

N/A

N/A

Low Risk

MS08-062

Vulnerability in
Windows Internet
Printing Service Could
Allow Remote Code
Execution (953155)

10/15/2008

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

MS08-061

Vulnerabilities in
Windows Kernel Could
Allow Elevation of
Privilege (954211)

10/15/2008

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

Low Risk

MS08-058

Cumulative Security
Update for Internet
Explorer (956390)

10/15/2008

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

N/A - hardening

MSSA953839

Cumulative Security
Update of ActiveX Kill
Bits

8/13/2008

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

MS08-050

Vulnerability in
Windows Messenger
Could Allow
Information Disclosure
(955702)

8/13/2008

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

MS08-049

Vulnerabilities in Event|
System Could Allow
Remote Code
Execution (950974)

8/13/2008

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening

N/A due to
hardening




Product Susceptibility Analysis

Vulnerability in IPsec
Policy Processing

MS08-047 Could Allow 8/13/2008 N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
Information Disclosure
(953733)
Cumulative Security N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to N/A due to
MS08-045 Update for Internet 8/13/2008 hardenin hardenin hardenin hardenin hardenin hardenin hardenin hardenin hardenin hardenin
Explorer (953838) 9 9 9 9 9 9 9 9 9 9
Vulnerabilities in DNS N/A DNS support
MS08-037 Could Allow Spoofing | 7/10/2008 N/A N/A N/A N/A N/A N/A N/A N/A with V2.0, late Q4 N/A

(953230)

2008
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